	<Organization Name>
	Information Security Risk Categorization Policy

	Department Name
	Policy #
	Issue Date:
September 13, 2013

	Approved by: 



1. Purpose
<Organization Name> <Insert Organization Mission Here>.  This policy establishes the Enterprise System Risk Categorization policy, for defining the impact of <Organization Name>’ Business Systems, in relation to the <Organization Name> Mission.  The Office of Information Security (OIC) is the primary owner of <Organization Name> Information Security Policy and as such is responsible for the development of security policies for the Enterprise Technology environment within the <Organization Name>, including for all Business Systems.  The Enterprise System Risk Categorization policy is meant to require <Organization Name> Business Systems to identify their criticality as it relates to <Organization Name> exposure to liabilities associated with compliance and Information Security threats which may exist.  
2. Scope
The scope of this policy is applicable to all Information Technology (IT) resources owned or operated by <Organization Name>.  Any information, not specifically identified as the property of other parties, that is transmitted or stored on <Organization Name> IT resources (including e-mail, messages and files) is the property of <Organization Name>. All users (<Organization Name> employees, contractors, vendors or others) of IT resources are responsible for adhering to this policy.
3. Intent
The <Organization Name> Information Security policy serves to be consistent with best practices associated with organizational Information Security management.  This policy is meant to support the overall <Organization Name> Information Security Policy by identifying the risks to <Organization Name> IT resources which support the <Organization Name> mission.
4. Policy
All <Organization Name> Business Systems are required to complete a System Risk Categorization sheet, which is available in Appendix D of this policy.  The following bullets illustrate specific requirements and definitions as guidance in support of the policy statement.
4.1	Business System Inventory
Business Systems are defined, managed and maintained by the Office of the Chief Information Officer.  All systems identified as “Business Systems,” including their supporting infrastructure are classified in accordance with this policy.
4.2	System Risk Identification
Each of the defined Business System must be categorized in accordance with criticality categories that have been predefined by Office of Information Security (OIC) for applicability to <Organization Name>.  A security review of each system must be conducted in order to determine the security category for each system.  Guidance for categorization of each system is provided by OIC.  The following categories are available for each system;
· Critical Infrastructure
· Mission Critical
· Mission Essential

The categorization of each system is important to understand the scope of each system and what that affect might be on overall <Organization Name> security posture.  The scope of each system maintains a different effect type based on criticality to the Confidentiality, Integrity and Availability.  The following table must be applied to each system in order to identify its criticality;

Figure 1: System Impact Categorization Table
	Security Area
	Impact Description
	Impact Discriminator
	Impact Risk

	Confidentiality
	Loss of Information
	What is the impact to the system if information is lost or stolen?
	High, Medium or Low

	Integrity
	Loss of Control
	What is the impact to the system if it is hijacked by an unauthorized party?
	High, Medium or Low

	
	Loss of Data Integrity
	What is the impact if the system provides invalid data?
	High, Medium or Low

	Availability
	Short Term Denial of Service
	What is the impact if the system is down for less than 48 hours?
	High, Medium or Low

	
	Long Term Denial of Service
	What is the impact if the system is down for more than 48 hours?
	High, Medium or Low



The following table is meant to provide guidance on determining the impact risk for each security area under review.  The table is taken from the Federal Information Processing Standards (FIPS) 199 and is meant for guidance purposes.
	FIPS 199 Security Categorization Definitions

	Security Objective
	Low
	Moderate
	High

	Confidentiality
Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information. 
[44 U.S.C., SEC. 3542]
	The unauthorized disclosure of information could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals.
	The unauthorized disclosure of information could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals.
	The unauthorized disclosure of information could be expected to have a catastrophic adverse effect on organizational operations, organizational assets, or individuals.

	Integrity
Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity.
[44 U.S.C., SEC. 3542]
	The unauthorized modification or destruction of information could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals.
	The unauthorized modification or destruction of information could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals.
	The unauthorized modification or destruction of information could be expected to have a catastrophic adverse effect on organizational operations, organizational assets, or individuals.

	Availability
Ensuring timely and reliable access to and use of information.
[44 U.S.C., SEC. 3542]
	The disruption of access to or use of information or an information system could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals.
	The disruption of access to or use of information or an information system could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals.
	The disruption of access to or use of information or an information system could be expected to have a catastrophic adverse effect on organizational operations, organizational assets, or individuals.


[bookmark: _Toc256410464]
4.2.1	Critical Infrastructure 
Critical Infrastructure is defined as those Business Systems, which support <Organization Name> Mission as it relates to the execution of duties which are required to support the safety and security of <Organization Name> citizens. 
[bookmark: _Toc256410465]4.2.2	Mission Critical 
Mission Critical are defined as those Business Systems, which support <Organization Name> Mission as it relates to the execution of duties which are required to support the privacy of its employees and citizens.  Business systems designated with an Mission Critical rating may include privacy information as prescribed in the following subsection.
4.2.2.1	Business Systems supporting Privacy Information
In order to determine if a Business System is considered to contain privacy information, the privacy impact assessment questionnaire in appendix B of this policy can be used.  The results of this assessment should be supplied to the OIC for evaluation and determination of whether or not privacy information exists on these systems.  The following, represent the definition of privacy information;

· Social Security Numbers
· Place of Birth
· Date of birth
· Mother’s maiden name
· Biometric record
· Fingerprint
· Iris scan
· DNA
· Medical history information
· Medical conditions, including history of disease
· Metric information, e.g. weight, height, blood pressure
· Criminal history associated with an individual
· Employment history and other employment information
· Disciplinary actions
· Performance elements and standards (or work expectations) are PII when they are so intertwined with performance appraisals that their disclosure would reveal an individual's performance appraisal.
· Personal financial information including; Credit Cards, Bank Account Information, etc.

[bookmark: _Toc256410466]4.2.3	Business Essential 
Business Essential are defined as those which support <Organization Name> Mission as it relates to the execution of duties which are required to support the general function of the <Organization Name> including; financial, elections, recorder, assessor systems, etc.  The primary purpose of these systems is to ensure that the county continues to function from a business operations perspective.


Appendix A - References
The following references illustrate public laws which have been issued on the subject of information security and should be used to demonstrate <Organization Name>’ responsibilities associated with protection of its information assets.

a. [bookmark: _GoBack]United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-60 Guide for Mapping Types of Information and Information Systems to Security Categories, Volume 1 and 2, August 2008.
b. Department of Homeland Security: Privacy Impact Assessment August 2008.


Appendix B - Privacy Impact Assessment

The following questions are intended to define the scope of the information requested and/or collected as well as reasons for its collection as part of the program, system, rule, or technology being developed.  The Privacy Impact Assessment is used to gather metadata about a system, so that OIC can measure the privacy risk of the system.  A Privacy Impact Assessment must be completed per #### Information Security Risk Categorization policy, if it is categorized for Mission Critical.  If any of the data identified in this Privacy Impact Assessment matches the description of data in section 4.2 of the Information Security Risk Categorization policy, then the system should be designated a Mission Critical, which includes privacy protection requirements.  As a result the system may be held to compliance standards dependent upon regulatory authorities including; <list compliance regulations here>, etc.  Privacy Systems should be reported to OIC.

1. What information is collected, used, disseminated, or maintained in the system? 
2. What are the sources of the information in the system? 
3. Why is the information being collected, used, disseminated, or maintained? 
4. How is the information collected? 
5. How will the information be checked for accuracy? 
6. What specific legal authorities, arrangements, and/or agreements defined the collection of information?  
7. Privacy Impact Analysis: Given the amount and type of data collected, discuss the privacy risks identified and how they were mitigated.  
8. Describe all the uses of information. 
9. What types of tools are used to analyze data and what type of data may be produced? 
10. If the system uses commercial or publicly available data please explain why and how it is describe any types of controls that may be in place to ensure that information is handled in accordance with the above described uses.  
11. What information is retained? 
12. How long is information retained? 
13. Has the retention schedule been approved by the component records officer and the National Archives and Records Administration (NARA)?   
14. Privacy Impact Analysis: Please discuss the risks associated with the length of time data is retained and how those risks are mitigated. 
15. With which internal organization(s) is the information shared, what information is shared and for what purpose? 
16. How is the information transmitted or disclosed? 
17. Privacy Impact Analysis: Considering the extent of internal information sharing, discuss the privacy risks associated with the sharing and how they were mitigated. 
18. With which external organization(s) is the information shared, what information is shared, and for what purpose? 
19. Is the sharing of personally identifiable information outside the Department compatible with the original collection? If so, is it covered by an appropriate routine use in a SORN? If so, please describe. If not, please describe under what legal mechanism the program or system is allowed to share the personally identifiable information outside of DHS. 
20. How is the information shared outside the Department and what security measures safeguard its transmission? 
21. Privacy Impact Analysis: Given the external sharing, explain the privacy risks identified and describe how they were mitigated. 
22. Was notice provided to the individual prior to collection of information? 
23. Do individuals have the opportunity and/or right to decline to provide information? 
24. Do individuals have the right to consent to particular uses of the information? If so, how does the individual exercise the right?  
25. Privacy Impact Analysis: Describe how notice is provided to individuals, and how the risks associated with individuals being unaware of the collection are mitigated. 
26. What are the procedures that allow individuals to gain access to their information? 
27. What are the procedures for correcting inaccurate or erroneous information? 
28. How are individuals notified of the procedures for correcting their information?   
29. If no formal redress is provided, what alternatives are available to the individual?  
30. Privacy Impact Analysis: Please discuss the privacy risks associated with the redress available to individuals and how those risks are mitigated. 
31. What procedures are in place to determine which users may access the system and are they documented? 
32. Will Department contractors have access to the system? 
33. Describe what privacy training is provided to users either generally or specifically relevant to the program or system? 
34. Has Certification & Accreditation been completed for the system or systems supporting the program? 
35. What auditing measures and technical safeguards are in place to prevent misuse of data? 
36. Privacy Impact Analysis: Given the sensitivity and scope of the information collected, as well as any information sharing conducted on the system, what privacy risks were identified and how do the security controls mitigate them? 
37. What type of project is the program or system? 
38. What stage of development is the system in and what project development lifecycle was used? 
39. Does the project employ technology which may raise privacy concerns? If so please discuss their implementation. 

Appendix C - System Impact Categorization Table

	Security Area
	Impact Description
	Impact Discriminator
	Impact Risk

	Confidentiality
	Loss of Information
	What is the impact to the system if information is lost or stolen?
	High, Medium or Low

	Integrity
	Loss of Control
	What is the impact to the system if it is hijacked by an unauthorized party?
	High, Medium or Low

	
	Loss of Data Integrity
	What is the impact if the system provides invalid data?
	High, Medium or Low

	Availability
	Short Term Denial of Service
	What is the impact if the system is down for less than 48 hours?
	High, Medium or Low

	
	Long Term Denial of Service
	What is the impact if the system is down for more than 48 hours?
	High, Medium or Low




Appendix D - System Impact Categorization

	System Name
	 

	System Description
	 

	System Risk Categorization
	 

	System Owner
	 

	System Compliance Responsibilities
	 

	System Security Risk
	 

	System Operational Risk
	 



