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1. Purpose
<Organization Name> <Insert Organization Mission Here>.  This policy establishes the Enterprise Media Protection Policy, for managing risks from media access, media storage, media transport, and media protection through the establishment of an effective Media Protection program.  The media protection program helps <Organization Name> implement security best practices with regard to enterprise media usage, storage, and disposal.
2. Scope
The scope of this policy is applicable to all Information Technology (IT) resources owned or operated by <Organization Name>.  Any information, not specifically identified as the property of other parties, that is transmitted or stored on <Organization Name> IT resources (including e-mail, messages and files) is the property of <Organization Name>. All users (<Organization Name> employees, contractors, vendors or others) of IT resources are responsible for adhering to this policy.
3. Intent
The <Organization Name> Information Security policy serves to be consistent with best practices associated with organizational Information Security management.  It is the intention of this policy to establish a media protection capability throughout <Organization Name> and its business units to help the organization implement security best practices with regard to enterprise media usage, storage, and disposal.
4. Policy
<Organization Name> has chosen to adopt the Media Protection principles established in NIST SP 800-53 “Media Protection,” Control Family guidelines, as the official policy for this domain.  The following subsections outline the Media Protection standards that constitute <Organization Name> policy.  Each <Organization Name> Business System is then bound to this policy, and must develop or adhere to a program plan which demonstrates compliance with the policy related the standards documented.  
· MP-1 Media Protection Procedures:  All <Organization Name> Business Systems must develop, adopt or adhere to a formal, documented media protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
· MP-2 Media Access:  All <Organization Name> Business Systems must restrict access to digital (e.g., disks, magnetic tapes, external/removable hard drives, flash drives) and non-digital media (e.g., paper, microfilm) to authorized personnel using physical access controls and safeguards.  
· MP-3 Media Marking:  All <Organization Name> Business Systems must mark removable information asset media and information asset output containing private company information indicating the distribution limitations, handling caveats, and applicable security markings.
· MP-4 Media Storage:  All <Organization Name> Business Systems must physically control and securely store digital (e.g., disks, magnetic tapes, external/removable hard drives, flash drives) and non-digital media (e.g., paper, microfilm) within secure areas using physical security controls and safeguards.  <Organization Name> Business Systems must protect information asset media until the media are destroyed or sanitized using approved equipment, techniques, and procedures.  
· MP-5 Media Transport:  All <Organization Name> Business Systems must protect and control digital (e.g., disks, magnetic tapes, external/removable hard drives, flash drives) and non-digital media (e.g., paper, microfilm) during the transport outside of controlled areas using service level agreements.  In addition, <Organization Name> Business Systems must restrict access to such media to authorized personnel, and maintain accountability for information asset media during transport outside of controlled areas.  
· MP-6 Media Sanitization:  All <Organization Name> Business Systems sanitize information asset media, both digital and non-digital, prior to disposal, release out of organizational control, or release for reuse.  


Appendix A – References
The following references illustrate public laws which have been issued on the subject of information security and should be used to demonstrate <Organization Name> responsibilities associated with protection of its information assets.

a. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-53 Recommended Security Controls for Federal Information Systems Revision 3, Operational Controls, Media Protection Control Family, August 2009.
b. [bookmark: _GoBack]United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-60 “Guide for Mapping Types of Information and Information Systems to Security Categories” August 2008.
c. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-111 “Guide to Storage Encryption Technologies for End User Devices” November 2007.
d. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-100 “Information Security Handbook: A Guide for Manager” October 2006.
e. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-88 “Guidelines for Media Sanitization” September 2006.
