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1. Purpose
<Organization Name> <Insert Organization Mission Here>.  This policy establishes a comprehensive set of requirements related to the development of processes and procedures for the purposes of information management.  Information Management in the context of this policy refers to; Litigation Hold (also referred to as E-Discovery), Data Retention and Data Security.  
2. Scope
The scope of this policy is applicable to all Information Technology (IT) resources owned or operated by <Organization Name>.  Any information, not specifically identified as the property of other parties, that is transmitted or stored on <Organization Name> IT resources (including e-mail, messages and files) is the property of <Organization Name>. All users (<Organization Name> employees, contractors, vendors or others) of IT resources are responsible for adhering to this policy.
3. Intent
The <Organization Name> Information Security policy serves to be consistent with best practices associated with organizational Information Security management.  The intention of this policy is to support protection of critical and sensitive information, as well as to prescribe specific requirements for support litigation hold and preservation of evidence standards.
4. Policy
All information produced and managed by <Organization Name> is subjected to Data Security, Retention and Legal hold requirements, defined in this policy.  In order for information to be subjected to these requirements, a <Organization Name> Senior Executive must formally establish a written proclamation requiring association of defined information to these requirements.  The response to such written proclamations is that affected entities must establish written procedures that address the requirements outlined in this policy.  These procedures must demonstrate how the affected entity will ensure that its procedures will meet the requirements of this policy.  The following policy subsections define the requirements that must be satisfied within each of the legal areas provided.
4.1	Data Retention
Data is required to be retained based on the type of information that it represents.  All information throughout <Organization Name> categorized into the groups illustrated in the following figure, represent information that has been classified.  Information that has been classified is required to meet the data retention periods in the adjacent column, for all information at rest.  It should be noted that retention periods are represented by timeframes after the data classified has been used and its current use is no longer required.
Figure 1: Data Classification and Retention Periods
	Data Classification
	Retention Periods

	Accounting and Finance
	TBD

	Contracts
	TBD

	Corporate Records
	TBD

	Correspondence and Internal Memoranda
	TBD

	Electronic Documents
	TBD

	Grant Records
	TBD

	Insurance Records
	TBD

	Legal Files and Papers
	TBD

	Miscellaneous
	TBD

	Payroll Documents
	TBD

	Pension Documents
	TBD

	Personnel Records
	TBD

	Property Records
	TBD

	Tax Records
	TBD

	Contribution Records
	TBD

	Programs and Services Records
	TBD

	Fiscal Sponsor Project Records 
	TBD

	Litigation or Legal Hold Information
	TBD


4.2	Data Security
Data security represents the mechanisms that are required to protect information types.  Data security requirements are required and applied when the information owner declares information to be categorized into one of the following categories; Public, Privacy, Sensitive but Unclassified (SBU).  The following bullet points define these categories which can be applied to information types.
· Public – Information that is made available to the general public.
· Privacy – Information that is considered private and which is bound to certain compliance requirements ……
· Sensitive but Unclassified (SBU) – Information which is not for disclosure without written authorization and not private, that can only be provided with written authorization from a <Organization Name> Senior Executive.
Data at rest must meet certain requirements depending on how it is categorized.  The following figure illustrates those requirements per category as defined.
Figure 2: Data Categorization
	Data Category
	Confidentiality Controls
	Integrity Controls
	Availability Controls
	Compliance Requirements

	Public
	· None
	· None
	· None
	None

	Privacy
	· Files must be stored on encrypted media.
	· File names must be inventoried and hashed.
· Inventoried file names must be associated with a hash.
	· Personnel with access must be documented.
	TBD

	SBU
	· Files must be stored on encrypted media.
	· File names must be inventoried and hashed.
· Inventoried file names must be associated with a hash.
	· Personnel with access must be documented.
· Personnel with access must be approved.
· Personnel with access must accept responsibility for data loss.
	TBD


4.3	Litigation Hold (E-Discovery)
Litigation Hold refers to information that has been identified as part of a legal case or matter.  When external or internal agencies submit a litigation hold letter to <Organization Name>, this policy becomes effective. These agencies generally identify a subject(s) of the legal matter, who is known to have information at rest that is applicable to the case.  While under investigation, the subject may also continue to perform their County duties, including the development of electronic documentation.  Electronic documentation created by a subject, is bound to the litigation hold requirements.  The litigation hold request must be specific enough, to support identification of the medium that houses that information such as hard drives, electronic mail, etc.  The following bullet points illustrate the litigation hold requirements associated with this policy.
· The names of personnel, who have been identified in litigation hold cases, are considered SBU information and must be documented and maintained.
· The names of personnel, who have been identified in litigation hold cases may only be viewed by associated Senior Executive staff members or documented delegates with written authorization to access such information.
· The storage medium that houses litigation hold information must be backed up at least every TBD.
· Visual evidence of each backup must be captured by personnel performing the backup at least every TBD hours.
· Personnel conducting the backup must provide visual evidence to personnel who did not conduct the backup within TBD hours of the backup being performed.
· Personnel who did not conduct the backup and received visual evidence every TBD hours must provide it to a <Organization Name> Senior Executive within TBD days of receipt.
· The backup that stores the litigation hold information must be tested to ensure that it can be recovered on at least a monthly basis by TBD.
· Personnel conducting the backup restoration must capture evidence that proves that the backup was successfully restored each month by the last day of each month.
· Personnel conducting the restoration activity must provide visual evidence to personnel who did not conduct the restoration activity at least every month by the first day of the next month.
· Personnel, who did not conduct the restoration activity and received visual evidence each month, must provide it to a <Organization Name> Senior Executive within TBD days of receipt.
· <Organization Name> Senior Executives, who maintain litigation hold responsibilities are required to maintain documentation that demonstrates that the requirements in this policy have been satisfied and acknowledged via written signature.  


Appendix A – References
The following references illustrate public laws which have been issued on the subject of information security and should be used to demonstrate <Organization Name> responsibilities associated with protection of its infromation assets.

a. [bookmark: _GoBack]United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-53 Recommended Security Controls for Federal Information Systems Revision 3, Operational Controls, System and Information Integrity Control Family, August 2009.
b. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-100 “Information Security Handbook: A Guide for Manager” October 2006.
c. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-40 “Creating a Patch and Vulnerability Management Program” November 2005.
d. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-83 “Guide to Malware Incident Prevention and Handling” November 2005.
e. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-61 “Computer Security Incident Handling Guide” March 2008.
f. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-92 “Guide to Computer Security Log Management” September 2006.
g. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-94 “Guide to Intrusion Detection and Prevention Systems (IDPS)” February 2007.
h. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-45 “Guidelines on Electronic Mail Security” February 2007.
